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ABSTRACT 

The cloud storage solution facilitates effective intra-group data sharing. Many remote data 

possession checking (RDPC) methods are regarded to be successful because of the cloud server's 

unreliability. However, most RDPC protocols rely on the conventional public key infrastructure 

(PKI) approach, which introduces glaring security risks and places an onerous load on certificate 

maintenance. To remedy this flaw, RDPC is often built upon identity-based cryptography (IBC). A 

major drawback of IBC is the need to escrow keys. To solve these problems, we introduce a novel 

RDPC protocol that uses certificateless signatures to ensure the truthfulness of information sent 

throughout a network. . and and ( ( ( ( ( ( ( ( ( ( ( ( and (" and and and." Each user's public key is 

linked to some identifying information, such her name or phone number, so that the right ones can be 

chosen during data integrity checks. This eliminates the need for the certificate and solves the 

problem of key escrow. A public verifier may check the data without needing to download the whole 

dataset. In addition, our method makes it easy to remove a user from the group. Both the 

computational Diffie-Hellman (CDH) and discrete logarithm (DL) assumptions underpin the security 

of our method. The experimental data demonstrates that the novel technique is both effective and 

practical.
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1. INTRODUCTION 

 
Cloud storage services provide a low-cost means for users to exchange information and work 

together. After a team member uploads a file to a server, it becomes accessible to other team 

members over the Internet and may be edited by them as well. Real programs like Dropbox for 

Business [1] and TortoiseSVN [2] are used by many companies to facilitate employee collaboration. 

The biggest problem with these sorts of programs is trusting that the cloud server provider (CSP) 

would protect the data [3]. Serious data corruption mishaps may occur at any moment since the CSP 

isn't completely trustworthy and software or hardware failure is inevitable. Therefore, the user must 

conduct an audit of the CSP to verify the authenticity of the data stored on the cloud server. 

Many RDPC systems for protecting data have been presented [4-32]. In these methods, an 

authentication tag is created and attached to each data block. The verifier may ascertain the data's 

present status by checking the validity of the tags. However, the vast majority of these strategies [4-

21, 29-32] only focus on verifying the veracity of individual data, which isn't applicable to group 

data. The additional difficulties that occur when data is shared among several users are not 

sufficiently addressed by the RDPC methods for individual data. For instance, any collecting client 

may generate labels for blocks, and different clients would generate different labels even for the 

same block. When a user in a group modifies a block, the tag should be renewed as well. All of the 

individual confirmation labels created will be combined, and the information from each of the many 

label producers will be linked, before the information's veracity can be assessed. It adds a new level 

of complexity to the conspiracy that's being seen. Since the group is fluid and any member may quit 

voluntarily or be terminated at any moment, the revocation of a user's access is also a pressing 

concern that must be handled. In particular, when a user's privileges are removed, all of his public 

and private keys should become invalid, preventing him from accessing or modifying any data. Tags 

produced by the revoked user cannot be checked for correctness under these conditions. Therefore, 

the regular user must update all of the tags that the revoked user originally made. In the traditional 

model, the disavowed client's blocks endorsing the CSP are downloaded, the new labels are 

determined, and the new labels are sent to the disavowed client. 

 

  

back to the cloud we go. This means that regular users will have to pay more for intensive computing 

and communication. Therefore, the CSP, and not the average user, should do this action. Finding a 

reliable and efficient method of outsourcing the task might be challenging. Furthermore, the process 
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of data integrity assessment has the added advantage of being open to public scrutiny. That is, 

anybody with an interest in the cloud data may check the validity of the material that has been made 

public. The data's owner is included in this. Public verification of the RDPC protocol is essential in 

the present open setting. 

 

There have been several proposals [22-28] put out for ensuring the truthfulness of information that 

has been passed around in a group setting. Most current RDPC strategies, however, rely on PKI [22–

26, 28]. There are still security flaws in PKI despite its widespread use and prominent place in open-

source key cryptography. For example, a PKI's security depends on the credibility of its certificate 

authority (CA), yet establishing that credibility may be difficult. Distributing, storing, revoking, and 

verifying certificates is also a considerable administrative burden. Some ID-based RDPC strategies 

[27, 28] are presented to circumvent these problems. Unfortunately, key escrow is a concern with 

ID-based RDPC systems. The private key generator (PKG) creates unique private keys for each user. 

Assuming that PKG is untrusted, the plan isn't secure by the same token. Therefore, ID-based RDPC 

schemes may only function in highly contained settings. Authentication-less cryptography [33] 

solves the problems of board endorsement and key escrow all at once, in contrast to PKI and IBC. 

Developing a certificate-less RDPC scheme is a smart technique to ensure the security of data stored 

in the cloud. 

A. Inspiration and Input In this study, we focus on verifying the correctness of data that is being used 

by several people simultaneously. Let's say a software developer decides to launch an open source 

project and solicits help from people all around the globe. They work together every once in a while. 

The project's codes are kept on a dedicated cloud server, where all team members may access them 

and make changes in real time. The team's prospective size makes it imperative that it be well-

structured and led. Since volunteers are free to depart at any moment, the problem of user revocation 

from the team needs to be considered. First and foremost, there must be a reliable means of 

guaranteeing the 
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trustworthiness of source codes on cloud cut off. 

 
Roused by such prerequisite, we propose another RDPC plot for information partook in a 

gathering. To avoid issues with key escrow and certificate management, our plan is based on the 

certificate-less signature technique, which sets it apart from previous efforts. The group creator in 

our scheme, on behalf of the key generation center, generates the partial key for each group user. 

Privately, each user chooses a secret value. The confidential key of each gathering client contains 

two sections: a secret value and a portion of the key. In order to obtain the appropriate 

authentication tags, each data block is signed by a group user. To save money on computation and 

communication, all tags are combined during data verification. In light of CDH and DL 

suppositions, we demonstrate the security of our plan. In addition, our plan allows for effective 

user revocation and public verification. We carry out some experiments and put our plan into 

action. The results of the experiment show that our plan works well. 

2. LITERATURE SURVEY 

 DaSCE: Data Security for Cloud Environment with Semi-Trusted Third Party 

AUTHORS: Ali, M., Malik, S. and Khan, S., 

Off-site information storage is an utility of cloud that relieves the clients from focusing on 

records storage system. However, outsourcing records to a third-party administrative manipulate 

entails serious safety concerns. Data leakage may additionally appear due to assaults by means of 

different customers and machines in the cloud. Wholesale of statistics through cloud carrier issuer 

is but any other trouble that is confronted in the cloud environment. Consequently, high-level of 

protection measures is required. In this paper, we advocate Data Security for Cloud Environment 

with Semi-Trusted Third Party (DaSCE), a records safety machine that presents (a) key 

administration (b) get entry to control, and (c) file certain deletion. The DaSCE makes use of 

Shamir‟s (k, n) threshold scheme to manipulate the keys, the place okay out of n shares are 

required to generate the key. We use a couple of key managers, every web hosting one share of 

key. Multiple key managers keep away from single factor of failure for the cryptographic keys. 

We (a) put into effect a working prototype of DaSCE and consider its overall performance based 

totally on the time fed on in the course of more than a few operations, 
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(b) formally mannequin and analyze the working of DaSCE the usage of High Level Petri nets 

(HLPN), and (c) affirm the working of DaSCE the usage of Satisfiability Modulo Theories Library 

(SMT-Lib) and Z3 solver. The outcomes disclose that DaSCE can be successfully used for safety of 

outsourced statistics with the aid of using key management, get right of entry to control, and file 

certain deletion. 

 Control Cloud Data Access Privilege and Anonymity With Fully Anonymous Attribute-

Based Encryption 

AUTHORS: Jung, T., Li, X. Y., Wan, Z. 

and Wan, M 

 
Cloud computing is a innovative computing paradigm which allows flexible, on-demand and 

affordable utilization of computing resources, however the records is outsourced to some cloud 

servers, and a variety of privateness issues emerge from it. Various schemes based totally on the 

Attribute-Based Encryption have been proposed to tightly closed the cloud storage. However, most 

work focuses on the facts contents privateness and the get admission to control, whilst much less 

interest is paid to the privilege manage and the identification privacy. In this paper, we current a 

semi-anonymous privilege manipulate scheme AnonyControl to tackle 

no longer solely the information privateness however additionally the consumer identification 

privateness in current get entry to manipulate schemes. AnonyControl decentralizes the central 

authority to restriction the identification leakage and as a result achieves semi-anonymity. Besides, 

it additionally generalizes the file get admission to manage to the privilege control, via which 

privileges of all operations on the cloud records can be managed in a fine-grained manner. 

Subsequently, we current the AnonyControlF which wholly prevents the identification leakage 

and obtain the full anonymity. Our safety evaluation indicates that each AnonyControl and 

AnonyControl-F are impervious underneath the DBDH assumption, and our overall performance 

comparison well-knownshows the feasibility of our schemes. 

 Fine-Grained Two-Factor Access Control for Web-Based Cloud Computing Services 

AUTHORS: Liu, J. K., Au, M. H., Huang, 

X., Lu, R., and Li, J 

 
In this paper, we introduce a new fine-grained two-factor authentication (2FA) get entry to 

manipulate device for web-based cloud computing services. Specifically, in our proposed 2FA get 
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right of entry to manipulate 

system, an attribute-based get admission to manage mechanism is applied with the necessity of each 

a person secret key and a light-weight safety device. As a consumer can't get right of entry to the 

gadget if they do no longer maintain both, the mechanism can beautify the safety of the system, 

specially in these situations the place many customers share the identical laptop for web-based 

cloud services. In addition, attribute-based manipulate in the gadget additionally permits the cloud 

server to preclude the get admission to to these customers with the equal set of attributes whilst 

maintaining person privacy, i.e., the cloud server solely is aware of that the consumer fulfills the 

required predicate, however has no thought on the specific identification of the user. Finally, we 

additionally elevate out a simulation to display the practicability of our proposed 2FA system. 

4. PROPOSED SYSTEM 

 
The proposed system focuses primarily on data integrity checking for data shared within a group. 

Assume a software engineer launches an open source project and invites volunteers from around the 

world to participate. They work together as a temporary team. All of the project's codes are saved 

on a cloud server, where all team members can upload and modify the source code via the Internet.. 

Because the team may be large, it must be organised and managed effectively. Because volunteers 

can leave the team at any time, the issue of user revocation from the team must be addressed. The 

most important aspect is that there must be a method to ensure the integrity of source code on cloud 

servers. 

 
Motivated by such a requirement, the system proposes a new RDPC scheme for group data. Unlike 

previous work, our scheme is based on the certificateless signature technique, which eliminates the 

issues of certificate management and key escrow. In our scheme, the group creator generates a 

partial key on behalf of the key generation centre for each group user. Each user chooses a secret 

value in private. Each group user's private key is made up of two parts: a partial key and a secret 

value. All data blocks are signed by the group user in order to receive the corresponding 

authentication tags.. 

 
All tags are aggregated during data verification to reduce computation and communication costs. 

We demonstrate the security of our scheme using CDH and DL assumptions. Furthermore, our 

scheme allows for public verification and efficient user revocation. We put our plan into action 

and 
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conduct some experiments. The experiment results show that our scheme is efficient. 

3.1 IMPLEMENTATION Group User 

In this module, the data provider uploads their encrypted data in the Cloud server. For the security 

purpose the data owner encrypts the data file and then store in the server. The Data owner can have 

capable of manipulating the Upload Files,View Your Uploaded Files, Verify Your File(Public 

Integrity Checking), Search File, Download File and the user can only access the data file with the 

secret key. The user can search the file for a specified keyword. The data which matches for a 

particular keyword will be indexed in the cloud server . 

Cloud Server 

The Cloud server manages which is to provide data storage service for the Data 4.RESULTS 

AND DISCUSSION 

Owners. Data owners encrypt their data files and store them in the Server for sharing with data 

consumers and performs the following operations such as View All Users Files,View All 

Transactions,View All Attackers,View All Files Download Rank,View All Files Attacked 

Rank,View Time Delay Results,View Throughput Delay Results. 

Group Manager 

In this module, the Group Manager will perform the following operations such as View Users and 

Authorize,View All User Uploaded Files. 

Public Verifier 

In this module, the Public Verifier performs the following operation such as Verify Files. 

. 
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Fig 1:Home Page 

 

 
Fig 2:Varifier Login 
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Fig 3: Registration Form 
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5. CONCLUSION 

 
We present a novel RDPC scheme for data outsourced on cloud servers in this paper. Our 

Fig 4: 

scheme is dedicated to resolving the integrity checking for group data that is shared among many 

team clients. To generate all of the 

block tags, we use the idea of a certificate-less signature. Because each member of a group has both 

a partial key and a secret value, our scheme eliminates the need for key escrow and eliminates the 

need for certificate management in PKI. Furthermore, our scheme supports public verification, 

efficient user revocation, multiuser data modification, and a detailed description of our scheme's 

system model and security model. Finally, we demonstrate the security of our scheme using the 

CDH and DL assumptions. The experiment results show that our scheme is effective.. 
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